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The possibility that antivirus programmers might hide Trojan horses, trapdoors and other malware inside the code they write is hardly a new concern.
Sl Symantec and Kaspersky Labs have been discovered to install rootkits on their customers computers. But the DSB will say in its report that three
Special Reports forces -- the greater complexity of systems, their increased connectivity and the Pentagon's total addiction to antivirus updates -- have combined to
Video make the antivirus threat increasingly acute for the DoD.
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I-Reports "Thisisavery big deal," said Paul Strassmann, a professor at George Mason University in Fairfax, Va., and aformer ClO at the Pentagon. "The
fundamental issue is that one day, under conditions where we will badly need communications, we will have a denial of service and have billion-dollar weapons unable to
function” because they rely on sabotaged antivirus software.

In aworst case scenario, the Air Force, which has taken up the "cyber" realm of combat, could be mortally wounded and unable to defend the U.S. from an all-out attack.

Robert Lucky, the chairman of the DSB task force, said this month that all the antivirus software the DOD procuresis at risk. "The problem is we have a strategy now for net-
centric warfare -- everything is connected. And if the adversary isinside your network, you are totally vulnerable," said Lucky, who is an independent IT consultant and
engineer.

The private sector faces similar threats from antivirus vendors and has already begun to adopt some of the practices the DSB islikely to recommend to the Pentagon, said
John Pescatore, an information security analyst at Gartner Inc.

"Thisisamajor concern, but not just when it goes offshore," Pescatore said. He called the focus on offshore antivirus devel opers "xenophobia," warning that U.S. antivirus
software devel opers often hire programmers from Russia, China, and other countries. He said the concerns raised by the DoD should serve as a useful wake-up call for all
organizations that buy antivirus software.
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